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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 
1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR LI 14, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 7/12/2007 has been entered. 



Response to Arguments 

2. Applicant's arguments filed 7/12/2007 have been fully considered but they are not 
persuasive. 

Applicants argue that Kobayashi et al. discloses the use of a common key encryption 
system for encoding image data, not for generating verification data. 

In response, the Examiner considers that Kobayashi et al. does disclose the use of a 
common key encryption system for generating verification data. Kobayashi et al. discloses that 
the data is encrypted by common key encryption system (column 54, lines 30-41). That 
indicates that a verification data is generated before the data is encrypted by common key 
encryption system. 

The Applicants argue that the suggested substitution of the common key encryption 
system of Kobayashi et al. for the public key encryption system of Kondoh et al. would made for 
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all the public key cryptograph in Kondoh et al. Hence, the result would be a system using only 
common key encryption rather than a system having first verification data generation unit not 
using public key cryptography and a second verification data generation unit using public key 
cryptography. 

In response, regarding claim 1 , Applicants amended claim 1 with limitation "a first 
verification data generation unit which generates first verification data from the image data using 
first information and not using public key cryptography, and a second verification data 
generation unit which generates second verification data from the image data using second 
information and public key cryptography, if the first verification unit verifies that the image data 
is not altered. The Examiner considers that claim 1 as amended still does not distinguish from 
Kondo et al. in view of Kobayashi et al. references. Kondo et al. discloses a first verification data 
generation unit (MAC generating unit 1 1) which generates first verification data (MAC as shown 
in Figure 2, MAC 1 shown in Figure 9, step SI) from the image data and using first information 
(file header information) (see Col. 4, lines 60-67, Col. 5, lines 1-7 and Col. 10, lines 14-17); and 
a second verification data generation unit (MAC generating unit 88) adapted to generate second 
verification data from image data using second information (editing history) and public key 
cryptography, if it the first verification unit verifies that the image data is not altered (See Col. 
10, lines 29-67). The Kondoh et al. reference does not explicitly show a first verification data 
generation unit adapted not using public key cryptography. However, Kobayashi et al. teaches 
this feature. Kobayashi et al. reference teaches in Figure 12, an image verification system 
comprising a verification data generation unit can common key cryptography method to 
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encrypting image data instead of only using public key cryptography (See Col. 54, lines 30-35 
and Col. 10, lines 35-54). 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1, 2, 4-5, 7-14, 16-17, 19-36 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kondoh et al. (US 6,968,058) in view of Kobayashi et al. (US 7,124,094). 

Referring to claim 1, the Kondoh reference discloses in Figures 1, 8 and 9, an image 
verification system comprising an image generation device (digital camera system 100, see 
Col. 4, lines 47-59) and a first image verification device (alteration inspection unit 101, see 

Col. 5, lines 7-25 or image sever system 107, see Col. 9, lines 62-67), wherein said image 
generation device includes: an image data generation unit (image pickup device 2) which 
generates image data; and a first verification data generation unit (MAC generating unit 1 1) 
which generates first verification data (MAC as shown in Figure 2, MAC 1 shown in 
Figure 9, step S 1) from the image data and using first information (file header information) 
(see Col. 4, lines 60-67, Col. 5, lines 1-7 and Col. 10, lines 14-17), and wherein said first 
image verification device includes: a first verification unit (MAC verification unit 73, see 
Col. 10, lines 13-25) which verifies, using the image data, said first verification data and 
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said first information, whether the image data is altered or not and a second verification data 
generation unit (MAC generating unit 88) which generates second verification data from 
image data using second information (editing history) and public key cryptography, if the first 
verification unit verifies that the image data is not altered (See Col. 10, lines 29-67). However, 
the Kondoh reference does not explicitly show a first verification data generation unit not using 
public key cryptography. 

The Kobayashi reference teaches in Figure 12, an image verification system comprising a 
verification data generation unit can common key cryptography method to encrypting image 
data instead of only using public key cryptography (See Col. 54, lines 30-35 and Col. 10, 
lines 35-54). The Kobayashi reference is evidenced that one of ordinary skill in the art at the 
time to see more advantages for the image verification system using common key cryptograph 
method to encrypting image data instead of only public key cryptography so that 
when an amount of image data is large, processing speed is higher for the common key 
encryption system because an amount of processing caused by encryption is reduced (See 

Col. 54, lines 35-41). For that reason, it would have been obvious one having ordinary skill 
in the art at the time of the invention was made to modify the image verification system of 
the Kondoh ('05 8) by providing the first verification data generation unit adapted not using 
public key cryptography as taught by Kobayashi ('094). 

Referring to claim 2, the Kondoh and Kobayashi references disclose all subject matter as 
discussed with respected to claim 1, and the Kondoh reference discloses wherein the first 
verification data generation unit generates the first verification data from the image data 
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using the first information (file header information), a first hash function (MD) (See Col. 1, lines 
41-58) and common key cryptography (See Kobayashi f s Col. 54, lines 30-41 and examiner's 
comments in claim 1); and wherein said second verification data generation unit generates 
said second verification data using a second hashing function and public key cryptography (See 
col. 9, lines 8-15 and 10, lines 19-67). 

Referring to claim 4, the Kondoh and Kobayashi references disclose all subject matter as 
discussed with respected to claim 1 , and the Kondoh reference discloses wherein the second 
verification data generation unit disables generation of the second verification data, if the first 
verification unit verifies that the iamge data is altered (e.g., only the image is not altered, the 
image file input to image editing unit. The second verification data MAC2 depends on editing 
history, see Figure 9, S6-S7). 

Referring to claim 5, the Kondoh and Kobayashi references disclose all subject matter as 
discussed with respected to claim 1, and the Kondoh reference discloses wherein the first 
image verification device includes a memory (storage medium 70) which stores the first 
information (image header information and the second information (editing history) as shown in 
Figure 9 (see Col. 11, lines 1-5). 

Referring to claim 7, the Kondoh and Kobayashi references disclose all subject matter as 
discussed with respected to claim 1, and the Kobayashi reference discloses wherein the first 
information is an encryption key used in common key cryptography (See Col. 54, lines 30- 
41) and the Kondoh reference discloses said second information is a private key used for 
public key cryptography (See Col. 10, lines 55-67). 
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Referring to claim 8, the Kondoh and Kobayashi references disclose all subject matter as 
discussed with respected to claim 1, and the Kondoh reference discloses wherein a second 
image verification device includes a second verification unit adapted to verify, using said 
image data, the second verification data and third information corresponding to said second 
information, whether said image data is altered or not (see Col. 10, lines 3-67). 

Referring to claim 9, the Kondoh and Kobayashi references disclose all subject matter as 
discussed with respected to claim 8, and the Kondoh reference discloses wherein the second 
information is a private key used for public key cryptography and the third information is a 
public key used for public key cryptography (see Col. 10, lines 29-61). 

Referring to claim 10, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected to claim 8, and the Kondoh reference discloses wherein said second 
image verification device (image server system 107) is a server computer and said first image 
verification device (alteration inspection unit 101) is a client of the server computer as shown in 
Figures 1 and 8. 

Referring to claim 1 1, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claims 2 and 8. 

Referring to claim 12, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected to claim 1, and the Kondoh reference discloses wherein said 
image generation device is a digital camera (100) as shown in Figure 1. 

Referring to claim 13, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 1 . 
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Referring to claim 14, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 2. 

Referring to claim 16, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 4. 

Referring to claim 17, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 5. 

Referring to claim 19, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 7. 

Referring to claim 20, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected to claim 13, and the Kondoh reference discloses wherein said 
second device is an IC card as shown in Figure 12. 

Referring to claim 21, the Kondoh reference discloses all subject matter as discussed with 
respected same comments to claim 10. 

Referring to claim 22, the Kondoh and Kobayashi references disclose all subject matter 

■\ 

as discussed with respected same comments to claim 8. 

Referring to claim 23, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 9. 

Referring to claim 24, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 10. 
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Referring to claim 25, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 1 1 . 

Referring to claim 26, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 12. 

Referring to claim 27, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 1 . 

Referring to claim 28, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 2. 

Referring to claim 29, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 7. 

Referring to claim 30, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 4. 

Referring to claim 31, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 5. 

Referring to claim 32, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 1 . 

Referring to claim 33, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 2. 
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Referring to claim 34, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 7. 

Referring to claim 35, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 4. 

Referring to claim 36, the Kondoh and Kobayashi references disclose all subject matter 
as discussed with respected same comments to claim 1 , except limitation "a computer-readable 
medium storing a program for implementing the image verification method." However, Official 
Notice is taken that a computer-readable medium storing such program for image verification is 
well known in the art. Therefore, it would have been obvious to include such computer-readable 
medium storing a program for image verification into the device of Kondoh and Kobayashi in 
order to obtain an image verification system which is operated by software. 

Conclusion 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to LUONG T. NGUYEN whose telephone number is (571) 272- 
7315. The examiner can normally be reached on 7:30AM - 5:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, DAVID L. OMETZ can be reached on (571) 272-7593. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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